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V. E S

1.1: LAB Summary

1.1. a: Hardware details

1) Active/Standby Failover

2) Local Internet Access

3) Static & Dynamic NAT

4) Policy NAT

5) IPsec VPN

6) Dual IPSEC VPN+NAT (PAT) on Router
7) Dynamic Routing in ASA

CPU 8/14 cores
RAM 32/64 GB
HDD 500 GB

NOTE: Recommended EVE-NG hosted server (if you do NOT have a strong PC or a Server)

- Link: https://dynamips.store/product/eve-ng-lab/

Dedicated IP, Server for practice CCIE Security and more.
Included All in one ( 10S and Workbooks) to start your journey.
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Note: After starting all nodes wait for 10 minutes for CPU utilization getting back to normal.

|+ Poweron | # Edit | (@ Refresh | £3 Actions

EVE-Pro

Guest 05 Ubuntu Linux (84-bit)

Compatibilty ESXi€.0 and later (VI version 11)
VMware Tools

SFU

0 MHz

MEMORY
cPUs 0B
Memory

STORAGE |

23004 GB

STATUS

EVE-NG version: 3.0.1-16-PRO .

QEMU version: 2.4.0 88% 45@ 0% 34;:}

UKSM Status: [ EJ

CPU Limit Status: T3 CPU usage Memory usage Swap usage Disk usage on /

Role: admin

POD: 0 10 0 16
running IOL nodes running Dynamips nodes running QEMU nodes

10 0
running Docker nodes running VPCS nodes
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1.1. b: How to upload images into EVE-NG

NOTE: (escape the section below if you have purchased eve-ng full pack or eve-ng hosted server)
Step1: After starting eve-ng instance Login with FileZilla (with your displayed ip address using username &

password as root & eve respectively)

File Edit View Transfer Server Bookmarks Help

- ETTEoRO %Y Faos

i

Host: | 192.168.3.10 Usemame: Password; | ase | Port: |7-2 ‘ |Quickcunnect v

Step2: Upload gemu images as shown below

cm:F e Username; | root Password: | #ee Port: Quickconnect | =

Response: Mew directory is: "/opt/unetlab/addons/qemu”

Command: mkdir "vtbond-18.4.4"

Error: mkdir /opt/unetlab/addons/gemu/vtbond-128.4.4: received failure with description ‘Failure'
Command: mkdir '/opt/unetlab/addons/qemu/vtbond-15.4.4"

Error: mkdir /opt/unetlab/addons/qemusvtbond-18.4.4: received failure with description Failure’
Stetus:  Disconnected from server

Local site: | Nesktop'Example folder\ Remote site: | {opt/unetlab/addons/qemu
: : Cookies P E addons
- Desktop :
&'l Example folder
B Final LABY
B SDwan
¢ @[5 Documents

9 csr1000vng-ucmk®.16.11.1a-serial

Filename Filename

i |f Uplosd | win-10
wvismart-18.4.4
4 Add files to queue ————

Step3: Login to your eve-ng server/hypervisor/vmware/etc. with username root & password eve
Step4: Run below command using cli

/opt/unetlab/wrappers/unl_wrapper -a fixpermissions
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Step5: Uploading IOL images as shown below

CCIE Security v6 Practice Lab

Ramntei\ti‘ Jopt/unetlab/addons/iol/bin i

Local site: ‘ EAIOLimages,

Tl Backup
DATA
eve-ng images
EVE-PRO-VM
10L images
ise backup

-

-

" B | addons
dynamips
ol
bin
-1 lib
- qemu

B

Filename

D CiscalOUKeygen.py
D 186bi-linux-12-adventerpri..

u 188bi-linux-12-adventerpri...
D iB6bi-linux-13-adventerpri..

u\uurc

U nano.save

Step6: Run below command using cli

/opt/unetlab/wrappers/unl_wrapper -a fixpermissions

Filesize

%;
102,550,396
105,036,380
172,982,492

Filetype

PY File
BINFile
BINFile
BIN File
File
SAVE File

Last modified

T/2772020 11:17:13...
TA2772020 11:17:18..,
T/2772020 1117:18..,
T272020 111721,
TR0 111718
T2T7202011:17:18...

ilename

|:] CiscolOUKeygen.py
186bi-linuc 12-advente.,
- 12-advente...
.. 172882492

For more details on uploading images you can visit the below link.
https://www.eve-ng.net/index.php/documentation/howtos/howto-add-cisco-iol-ios-on-linux/

Wlecize

a7

102,550,356
105,036,380

pe

PY File
BIN File
BIN File
BIN File
File

ast modrie

1/31/2020 3:36:.
1/31/2020 4:
1/31/2020.3:
1/31/2020 123
13172020 5
1/31/2020 9:03:.

Ermissions
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wnerGroup

foat root
roat root
root root
roof root
foat root
root root
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1.1. c: Lab Topology in Light Mode

(" P - T
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1.1. e: IP Details

Outside Inside
1| ASA1 Taxas 192.168.2.2/29 | 80.100.10.2/29 | 172.16.10.1/29
2| ASA3 California | NA 60.100.30.2/29 | 172.16.20.1/29
New
3| ASA4 Jersey 60.100.10.2/29 | NA 172.16.30.1/29
4| ASA5 RTP 60.100.10.1/29 | NA 172.16.40.1/29

1.1. f: Lab Nodes Used

Image versions used in Lab.

= Cisco ASAv Cisco Adaptive Security Appliance Software Version 9.4(4)37
= MPLS Router: i86bi_LinuxL3-AdvEnterpriseK9-M2_15.bin

" Internet Router: i86bi_LinuxL3-AdvEnterpriseK9-M2_15.bin

= L2 Switch: i86bi_linux_l|2-adventerprisek9-15.2b.bin

= Hostsystem:iol router or windows desktop

=  Windows10: FTP/RDP

= Virtual PC: Testing
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1.2 : Initial Configuration

For ISP Router, Switches, Hosts and Servers configurations are given below.

Startup Configuration
g6l Linuxl3-AcdvEnterprisekS-nZ_157_3 May 2018.hbin -

Mame/prefix
Interret
leon

@ Routerpng a

NVRAM (KB}

1025

Ethernet portgroups (4 Int each) Serial portgroups (4 int sach)
2 &

. Internet Router
hostname internet
ip name-server 8.8.8.8
ip name-server 1.1.1.1

ip domain-name dynamips.store

interface Ethernet0/0

description *** Connected to ASA3 ***
ip address 192.168.200.1 255.255.255.248
ip natinside

ip virtual-reassembly in

duplex auto

|

interface Ethernet0/1

description *** Connected to SW2 ***

ip address 60.100.20.1 255.255.255.248
ip natinside

ip virtual-reassembly in

duplex auto

|

!

interface Ethernet0/3

description *** Connected to R3 ISP1 ***
no ip address

ip nat inside

ip virtual-reassembly in

duplex auto

|
interface Ethernet1/0

description *** Connected to R3 ISP2 ***
ip address 192.168.250.1 255.255.255.248
ip nat inside
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ip virtual-reassembly in

duplex auto

]
interface Ethernet1/1

description *** Connected to R2 ***

ip address 192.168.100.1 255.255.255.248
ip natinside

ip virtual-reassembly in

duplex auto

]
interface Ethernet1/2

description *** Connected to internet ***
ip address dhcp

ip nat outside

ip virtual-reassembly in

duplex auto

|

interface Ethernet1/3

ip address 192.168.150.1 255.255.255.248
ip nat inside

ip virtual-reassembly in

duplex auto

|

ip nat inside source list NAT interface Ethernet1/2 overload
ip route 80.100.10.0 255.255.255.248 60.100.20.2
|

ip access-list standard NAT

permit 60.100.20.0 0.0.0.7

permit 80.100.10.0 0.0.0.7

permit 192.168.200.0 0.0.0.7

permit 192.168.100.0 0.0.0.7

permit 192.168.150.0 0.0.0.7

permit 192.168.250.0 0.0.0.7

|

MPLS

Name/prefix

MPLS
lean
8 MPLSprg
MVRAM (KB) RAM (MB)
1024
Ethernet portgroups (4 int each) Serial portgroups (4 int each)

hostname MPLS
ip domain name dynamips.store
interface Ethernet0/3
description *** Connected to R1 ***

ipaddress 192.168.3.1 255.255.255.248
duplex auto

12|Page

CCIE Security v6 Practice Lab



|

interface Ethernet1/0

description *** Connected to R3 ***

ip address 192.168.4.1 255.255.255.248
duplex auto

]

interface Ethernet1/1

description *** Connected to ASA4 ***
ip address 192.168.1.1 255.255.255.248
duplex auto

|

interface Ethernet1/2

description *** Connected to SW1 ***
ip address 192.168.2.1 255.255.255.248
duplex auto

|

router ospf 10

redistribute connected subnets
network 192.168.1.0 0.0.0.7 area 0
network 192.168.2.0 0.0.0.7 area 0
network 192.168.3.0 0.0.0.7 area 0
network 192.168.4.0 0.0.0.7 area 0

SwWi1i
hostname SW1

vlan 100
name MPLS
ip domain name dynamips.store

interface Ethernet0/0

description *** Connected to MPLS ***
no switchport

ip address 192.168.2.2 255.255.255.248
duplex auto

]

interface Ethernet0/1

description *** Connected to SW2 ***
switchport trunk encapsulation dotlq
switchport mode trunk

duplex auto

]

interface Ethernet0/2

description *** Connected to ASA1 Gi0/0 Active ***
switchport access vlan 100

switchport mode access

duplex auto

!

!
interface Ethernet1/0

description *** Connected to ASA2 Gi0/0 SEC ***
switchport access vlan 100

switchport mode access
|
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interface VIan100

description *** COnnected to MPLS ***
ip address 192.168.10.1 255.255.255.248
|

router ospf 10

redistribute connected subnets

network 192.168.2.0 0.0.0.7 area 0
network 192.168.10.0 0.0.0.7 area 0

SW2

hostname SW2

vlan 200

name INT

ip domain name dynamips.store

interface Ethernet0/1

description *** Connected to SW1 ***
switchport trunk encapsulation dotlq
switchport mode trunk

]

interface Ethernet0/2

no switchport

ip address 60.100.20.2 255.255.255.248
duplex auto

]

interface Ethernet0/3

description *** Connected to ASA2 Gi0O/1 SEC ***
switchport access vlan 200

switchport mode access

]

interface Ethernet1/0

description *** Connected to ASA1 GiO/1 Active ***
switchport access vlan 200

switchport mode access

duplex auto

1

interface VIan200

description *** [NT Link ***

ip address 80.100.10.1 255.255.255.248
!

ip route 0.0.0.00.0.0.0 60.100.20.1

SW3
hostname SW3

vtp domain ds

vtp version 2

vtp mode server

ip domain name dynamips.store

vlan 10
name web
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VL.

vlan 20
name telnet-ssh

interface Port-channel10

description *** Created for SW4 ***
switchport trunk encapsulation dotlq
switchport mode trunk

|

interface Ethernet0/0

switchport trunk encapsulation dotlq
switchport mode trunk
channel-group 10 mode active

|

interface Ethernet0/1

switchport trunk encapsulation dotlq
switchport mode trunk
channel-group 10 mode active

|

interface Ethernet0/2

description *** Connected to ASA1 Gi0/2 Active ***
switchport access vlan 200
switchport mode access

|

interface Ethernet0/3

description *** Connected to Sw5 ***
switchport trunk encapsulation dotlq
switchport mode trunk

]

interface Vlan10

description *** Web ***

ip address 10.10.10.2 255.255.255.0
vrrp 10ip 10.10.10.1

vrrp 10 priority 200

|

interface Vlan20

description *** FTp ***

ip address 10.10.20.2 255.255.255.0
vrrp 20ip 10.10.20.1

vrrp 20 priority 200

|

interface Vlan200

description *** Inside ***

ip address 172.16.10.4 255.255.255.248
vrrp 200ip 172.16.10.2

vrrp 200 priority 200

ip route 0.0.0.00.0.0.0172.16.10.1

Sw4

hostname SW4

vtp domain ds

vtp version 2

vtp mode client

ip domain name dynamips.store
interface Port-channell0

description *** Created for SW3 ***
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